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Vermont Health Information Exchange 

ωVermont Information Technology Leaders, Inc. (VITL) 
is designated by the State of Vermont to operate the 
Vermont Health Information Exchange (HIE) 

ωThe Vermont HIE is a secure network that facilitates 
the electronic exchange of patient health data 
between health care provider organizations 

ωVITLAccess is a secure internet portal allowing a 
health care provider, with patient consent, to view 
patient data through the Vermont HIE  
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VHIE Security 

ω±L¢[Ωǎ technology infrastructure vendor is Medicity, one of the 
largest HIE vendors in the US 

ωData in transit is encrypted 

ωPatient information is not comingled and is stored in separate 
data vaults by provider organization 

ω Network is monitored 24/7 for signs of intrusion 

ω Every attempt to access the VHIE is logged 

ωaŜŘƛŎƛǘȅΩǎ data centers are SSAE-16 certified: best practice in 
healthcare and exceeds HIPAA standards 

ωMedicity has never had a breach 

ωVITL is seeking FIPS 200 compliance, a Federal information 
systems security level that covers 17 domains and exceeds 
HIPAA requirements  
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Secure 
internet 

portal giving 
health care 
providers 
access to 
electronic 

health 
information 

ωConsent driven 

What is VITLAccess? 
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ωReal-time, 
24x7 

ωWeb based 

Å VITLAccess (ProAccess) has been operational in 

locations outside of Vermont for over 14 years. 

Å Expected number of VITLAccess users is 5,000-10,000 



Data Access & Security 

 VITLAccess is available only to authorized 
health care organizations  

ωSystem access is managed via role based security 
-Roles are determined by the health care organization 

ωAll user activity is logged   
VITL routinely audits user activity, monitors for suspicious 
transactions   

ωAll data is encrypted 
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Vermont Consent Policy & VITLAccess 
DESIGNED TO PROTECT PATIENT PRIVACY 

   
ÁA patient must give their written consent to permit access to 

their health information available on the exchange. 

ÁThe Vermont Patient Consent Policy was recently changed to 
ŀ άƎƭƻōŀƭέ ŎƻƴǎŜƴǘ ǇƻƭƛŎȅΦ 

ÁOnce ŎƻƴǎŜƴǘ ƛǎ ƎƛǾŜƴΣ ŀƴȅ ǇǊƻǾƛŘŜǊ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ǇŀǘƛŜƴǘΩǎ 
care is allowed to access all data for that patient in VITLAccess 

ÁEach health care organization must verify a patient has 
provided consent, or receive ŀ ǇŀǘƛŜƴǘΩǎ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ 
ōŜŦƻǊŜ ǾƛŜǿƛƴƎ ǘƘŜ ǇŀǘƛŜƴǘΩǎ statewide health information 
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Vermont Consent is now a Global Consent 

(approved by GMCB March 13, 2014) 

 

ÁPolicy allows for emergency access   

ÁConsent is valid indefinitely 

ÁConsent can be revoked by patient at any time 
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VITL has state wide responsibility for implementing the consent process 

 

Formal consent training will be provided to all VITLAccess users 

 

 

Vermont Consent Policy & VITLAccess 
DESIGNED TO PROTECT PATIENT PRIVACY 

   



Why Use VITLAccess? 

Fill gaps in existing patient information 

ÅMedication information & reconciliation 

Availability of real time / up to date 
statewide data   

Avoid duplicate and unnecessary procedures 

Avoid unnecessary admissions  
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Results 

More informed decision making 

Improved safety 

Better coordination of patient care 

Increased patient satisfaction 

Reduced cost without affecting quality of 
care 
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VITLAccess Pilot Program 
Wide range of care settings: 
ω Hospital ED 
ω Primary care 
ω Specialty care 
ω Pediatric care 
ω Long term care 
ω Home Health and Hospice 
 
Identified community care scenarios: 
ω New patient intake 
ω Referral tracking 
ω Preventative care outreach 
ω Contact information 
ω Chronic condition history and 

management 
ω Out of area ER follow-up 
ω Transition to nursing home / LTC 

 
 
 

 
 
 

Informed Consent to View: 
ω 4240 patients asked 
ω 98% consented 
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VITLAccess Demo 

ωFunctional demonstration of production version 
ςNo protected health information is disclosed 
ςLocal version to remove dependency on internet 

connectivity 

ωDemonstrates the type of clinical data available 
through VITLAccess and example clinical use cases. 
ωDoes not demonstrate access and security controls 

that will be in place: 
ςVITLAccess will be available to authorized users only 
ςVITLAccess users will be reminded of security 

requirements at each log in 
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Introducing VITL Access 

 Kate McIntosh MD FAAP, Medical Director    
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VITLAccess Screen Shots 
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VITLAccess Roll-out Phases 
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May / June Summer 2014 

Pilot Sites 

Selected Availability 

General Availability 

VITLAccess User Capacity 

VITLAccess User Registration 

Summit 



 
 
 

Questions? 
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VITLAccess 


